WEB STYLE GUIDE FOR ADMINISTRATORS
Fi nal version: 11/22/96

PURPOSE: The purpose of this guide is to provide accepted practices regardi ng
Treasury's Internet presentation to ensure custoner ease of use, security from
nodi fication, and harnoni zation of the overall web site inage presented by the
Treasury and its agencies. This guide is applicable to the systens

adm ni strators (or webnmasters) of Treasury and bureau web sites.

AUDIENCE: To make web presentations useful to a wi de range of custoners, it
is inmportant to keep in mnd the audi ence conposition. While web statistics
vary and cannot al ways di stingui sh users fromthe nam ng conventions used, in
general, this breaks down as foll ows:

Busi ness community.................... 40 to 50 percent
Educational comunity........................ 12 percent

GOVEIr NIMBNL . . . o e e 6 percent
O her. . 42 to 32 percent

The nmpbst conmon connection speeds are at the rate of 14.4 or 28.8 kil obytes
per second. The npbst conmon browsers currently are Netscape, Msaic, and the
Explorer. A text-only option should be inplenmented to allow access to a
greater nunmber of users, including Arericans with disabilities.

LINKS: Provide narrative text simlar to that of a headline in a business
article. Hghlight key words in the narrative for links to subordi nate

information. Create content for all links within a general subject area. If
there is a new subject area, create a new set of pages. Create a structure
containing all the subject areas. Do not repeat pages that already exist
el sewhere on the web, link to them if it is relevant. A ways obtain

perm ssion of the outside web adm nistrator, if linking outside the server.

PAGE LENGTH: It is inportant to design the hone page to the computer screen
rather than the printed page. Make sure there is navigable content within the
first screen, as the customer cannot see what is below the screen and may

| oose patience. Subsequent pages may present full docunents for scrolling page
after page. Long docunents (over 10 pages) are best presented as a summary
with a table of contents. Consider whether the docunment would be read on-line
or woul d best be presented as downl oadable files. Short documents and pages
make your web site easier to use and maintain.

FILE FORMATS: Consider the follow ng when creating and sizing different file
formats:

The best format for text is HTM. or SGWM, if custoners prefer it.

Downl oadabl e files are best presented in Wrd, WrdPerfect or generic
ASCl | .

Forms and newsl etters are best presented in Portabl e Docunent For nat
(PDF) with a PDF reader identified to the custoner.

PDFs that are larger than 500,000 bytes take too |ong to downl oad. Any
file larger than 200, 000 bytes shoul d be acconpani ed by an expl anation
of its size.

| mage/ graphic files are best presented in GF or JPEG format and shoul d,
if possible, be |less than 35,000 bytes.

Video clips are best presented in MPEG format and should play for |ess
than 30 seconds. Sound shoul d be enmbedded or nultiplexed with the video.
A video player that can play the clip nmust be identified to the

cust oner .

Sound files may be in wav or au format and shoul d al ways be presented

wi t h acconmpanyi ng text for the hearing disabled.

GRAPHICS: Provide the small est graphic possible to illustrate the concept. |If
desired, provide an option to view a larger image for greater scrutiny.



M ni m ze access tine always. Warn the audience, if alink leads to a large

i mge. Include alternate text for each i nage where possible. Get perm ssion
to use graphics originated by another site. Use graphical bullets rather than
di vider bars to enphasize main points. Use a white background when possible
(Col ored brochures are an exception). Preview your graphics on severa

har dwar e and browser conbinations to reach nost of your audi ence. Consider the
di sabl ed when creating "blinking" text or graphics.

TEXT-ONLY: Keep in mnd that sonme users are disabled and/or access the web
usi ng | ow speed nodens or ol der versions of the graphical browsers . They
need an alternative to graphics and tables with no significant content | oss.

NAVIGATION: Put a title header on each page. Choose the HTM. title to reflect
the textual page title. Choose a title that accurately captures the essence of
the page so that search engines are not mislead. If it does not already

exi st, provision a search engine for your site. Provision for access
statistics on the web site and nmake them avail able to the Program Managers and
the content providers. Try to keep directory strings stable for the search
engines. |If there is a major change in your structure, try to notify users.

QUALITY: Wb presentations are highly visible and wei gh heavily in user
percepti ons of the sponsoring organization. Follow the Web Quality Process
guidelines. It is critical to ensure that presentations are tinely, accurate,
and error-free. If a quality problem has been reported and there is a conflict
bet ween the systens admi ni strator and the content provider, contact the

I nternet Program Manager on 202 622-4859. Institute your own quality checks to
continuously inprove the image of the web presentati on. Consider the
fol | owi ng:

LANGUAGE: Use | anguage that is correctly spelled, positive, and concise.

IMAGE: The appearance and content of the web site reflect on the
Treasury conmmunity. Review all new content to make sure it is
rel easable to the intended audi ence.

DOMAIN NAMES: A new server in the Treasury comunity is not official
until it has been registered by the Ofice of Tel econmuni cati ons
Managenent and the main Treasury server links to it.

WEB BUSINESS PRACTICES: Keep in mnd and review the Wb Busi ness
practices whenever you create or link to a new server or presence on the
web.

COMMENTS: Provide at |east one E-nmmil address for comments (fromthe
public) for every server or functional area on a server.

ROLES AND RESPONSIBILITIES: The role of the systens admi nistrator (or
webmaster) is to serve the content providers in a Treasury office or bureau

A web adm nistrator naintains a stable, secure infrastructure on the web. The
content provider owns the content provided and may request backup tapes. A new
web site becones official when the Treasury web site links to it. The Treasury
web site will link to new sites that conply with the Web Busi ness Practi ces,
the Web Quality Process, the Wb Style Guide for Adnm nistrators, and the Wb
GQui del i nes for Content Providers.

The systens adnministrator (or web master) nmanages the necessary web site

har dwar e, software, physical space, security, comunications |inks, and
support personnel. The systens adm nistrator responds to technical problens,
mai ntai ns the server, provides contingency backup of the information content
and software, resolves operational problens, maintains a stable presence on
the web, and oversees the 24 hour operation. Encodi ng/programm ng staff
finalizes the content submtted by the content providers. A help desk or page
on the web site identifies someone to respond to technical help requests.



Al current Treasury web sites should be assessed by the Federal Computer

I nci dent Response Capability (FEDCIRC) team a collaborative effort of N ST,
Carnegi e Mellon CERT, and Livernore Conputer Internet Advisory Council or an
equi val ent authority. Site security neasures and procedures mnmust be instituted
to ensure that nodification is limted to authorized persons. Electronic
Commer ce servers nust, in addition, conply with secure socket |ayer
protection. O ganizations planning to devel op new servers shall contact the
Chair of the Web Working Group regardi ng security provisions and assessnents
prior to making the new server available to the Internet.



